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Helpful definitions 
and chart guidance
Hello, and welcome first-time readers! Before you get 
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I’m sorry, this all  
happened when?
While we have always listed the 
following facts in our Methodology 
section (because that is where this type 
of information belongs), we decided to 
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Summary of findings
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Actors
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Figure 12. Threat actor Motives in 
breaches (n=2,328)

Figure 13. Threat actor Varieties in 
breaches (n=2,489)

10	Huge win for anarchists and other state-abolishing ideologies, if you ask us.
11	 No, Mr. Bond, MI6 does not represent our average reader. 
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27	As opposed to ChatGPT and other AI platforms, which insist that humans may be the mistake. 
28	It’s like they say, a pattern is worth about four A’s. 
29	https://attack.mitre.org/ 
30	https://www.cisecurity.org/controls 

Incident 
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Well, that 
escalated 
quickly.
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Results
With such a high reliance upon 
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Splitting  
the Log4j
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34	https://www.ic3.gov
35	
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Inconspicuous 
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Basic Web 
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Initial access
86% of the breaches, as you can 
see in Figure 39, involve the Use of 
stolen credentials. And where better 
to use those credentials than against 
the various web servers that contain 
our sensitive information? The other 
major part of the puzzle within this 
pattern is the use of exploits. This 
is where attackers have an exploit 
and the victims just happen to have a 
vulnerability (handy for the criminal). 
This typic10.3 (v)6.5 38.12BT
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41	This sounds like what you would call someone who photobombs people in a timely manner, doesn’t it?
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Miscellaneous 
Errors

You can’t find 
good help  
these days.
The great English poet and essayist, 
Alexander Pope once quipped, “It is 
hard to hire people who don’t screw 
things up.” Well, it was something 
more or less along those lines—just 
take our word for it. Regardless of 
who said (or did not say) what, the 
Miscellaneous Errors pattern continues 
to comprise a decent chunk of our 
breach data. If you are a “glass half full” 
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42	If you were born under the sign of Misdelivery you should expect good news soon. 3, 9, 13 and 33 
are your lucky numbers.

In fact, as Figure 41 illustrates, 
Misconfiguration and Misdelivery 
have ebbed and flowed over the 
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Privilege 
Misuse

Frequency
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We’ll just help 
ourselves.
We’ve talked about your employees 
committing these acts—but our At-
a-Glance table shows that we see 
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Industries: 
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Table 2. 
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Incidents
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I’ll just scrape 
that o�.
System Intrusion is the top pattern in 
this sector for the second year running. 
Included in this pattern, among other 
things, is a collection of various types 
of malware. Approximately one-third of 
cases involved the use of Ransomware, 
and much of the remainder consisted 
of RAM scrapers. In fact, RAM scrapers 
targeting the PoS is the favorite combo 
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A sector  
under siege
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Last year we commented on the high 
number of breaches in this vertical that 
fell into the Social Engineering pattern. 
This year it has dropped out of the 
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Retail N
A

IC
S
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Frequency 406 incidents,  
193 with confirmed 
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Stolen 
credentials: 
$5. Domain 
hosting: $12. 
Malicious 
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Small and  
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Control Description

14 Security Awareness and Skills Training
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“�You get a 
resource!  
You get a 
resource! 
Everybody 
gets a 
resource!”

Now let’s pivot to look at the larger 
organizations in the SMB area. To 
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Regions:  
Introduction
This edition of the DBIR marks the fourth year we have examined cybercrime 
incidents from a macro-regional point of view. We hope our readers find this 
broader look at cybercrime useful and instructive. As previously mentioned, 
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Patch management teams were especially harried in April mitigating zero-day vulnerabilities under 
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Figure 65. Individual contributors 
per Actor
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Appendix B:  
VERIS mappings to 
MITRE ATT&CK®

When it comes to sailing the stormy 
seomy 
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Appendix C:  





86








	Helpful definitions and chart guidance
	Introduction
	Summary of findings
	2
	Results 
and analysis
	Results 
and analysis: Introduction
	Actors
	Actions
	Assets
	Attributes
	3
	Incident
Classification
Patterns
	Incident Classification Patterns: 
Introduction
	System Intrusion
	Social Engineering
	Basic Web Application Attacks
	Miscellaneous Errors
	Denial of Service
	Lost and Stolen Assets
	Privilege Misuse
	4
	Industries
	Industries: Introduction
	Accommodation and Food Services
	Educational Services
	Financial and Insurance
	Healthcare 
	Information
	Manufacturing
	Mining, Quarrying, and Oil & Gas Extraction + Utilities
	Professional, Scientific and Technical Services
	Public 
Administration
	Retail
	Small and 
medium business
	5
	Regions
	Regions: 
Introduction
	6
	Wrap-up
	Year in review
	7
	Appendices
	Appendix A: Methodology
	Appendix B: 
VERIS mappings to MITRE ATT&CK®
	Appendix C: 
VTRAC 20-year retrospective
	Appendix D: Contributing organizations


